


Sun Tzu and Gray Zone Warfare

“The supreme art of war is to subdue the enemy without fighting.”

•The emphasis is on deception, psychological advantage, and ambiguity.

•Set an intellectual foundation for conflict fought in shadows.

● Two PLA colonels expanded Sun Tzu’s principles into modern 
doctrine.

● Declared that war need not be bound by conventional means: 
cyber, finance, law, propaganda, and infrastructure attacks are 
all weaponized.

● All domains are battlefields.



Resources
• BIO-ISAC - www.isac.bio 

• IC3.GOV - www.ic3.gov 

• Animal Ag Alliance - www.animalagalliance.org 

If you require immediate support for your facility or project, email help@isac.bio for 
assistance. All information is kept confidential.

http://www.isac.bio
http://www.ic3.gov
http://www.animlagalliance.org


Cybercrime



But will the 
systems still 
work?



If you have an emotional response to information, 
you are being manipulated, 

ask yourself why.

Cracking the Almond



Preventing the Worst Day

• Restart your phone every day
• Don’t use the same password twice
• TTX recovery plan
• Is that really an invoice/bill?

● Inventory internet connected devices
● Air gap insurance documents
● 2FA/MFA
● Privatize social media
● QR Codes
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